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Smart SherifDumbldea

The wild west of government assisted parenting

presented by:
Abraham Aranguren@7/a_
Fabian Faller@Samuiral
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Who are we? @ CUIr

=

Abraham Arangurerf@7a_) blog.7%a.org
OWASP OWTF Project leadewtf.org
abraham@cure53.de

FabianFaller(@samuira) - smrrd.de
fabian@cure53.de

Cure53 is led by handsome MaHeiderich
(@0x6D6172696F). Bullshit frpentests sometimes publid

https://cure53.de/#publications



http://blog.7-a.org/
owtf.org
http://smrrd.de/
https://cure53.de/#publications
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South Koreg SmartphondJsage
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South Koreg Child Protection Laws

Article 32, Section 7 of Korean Telecommunications Business A

mobile network operators have to providgalult content filtering

service for legal minors
X Introduced 15.10.2014



South Koreg Child Protection Laws

Article 32, Section 7 of Korean Telecommunications Business A

mobile network operators have to provide adult content filtering
service for legal minors
X Introduced 15.10.2014

Implementation Detalls Article 37, Section 8

Notify children and parents about features of the blocking
Monthly notification if the blocking means was deleted or had
not been operated for more than 15 days

X Introduced 14.04.2015



South Koreg Mandatory apps

Mandatory installation of a surveilanceappwhenthe phoneis
purchasedor ateenager



South Koreg Mandatory apps

Mandatory installation of a surveilanceappwhenthe phoneis
purchasedor ateenager

No opt-out.




South Koreg Mandatory apps
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Phota Lee Jimman/Associated Press



Mobile Internet Busines&ssociation
(MOIBA)

The Korean Communications Commission (KCC) gave MOIBA
USD $2.7 milliotio create these mandatory apps




Why did we do this?

OpenNetKoreabrought this to Citizen Lab
http://opennetkorea.org/

Citizen Lab, Toronto

"Citizen Lab Summer Institute on Monitoring Internet
hiLJSyySaa |yR wA3dKua HAaMpaAa
http://citizenlab.org/

Open Technology Funsupported it
https://www.opentech.fund/



http://citizenlab.org/
https://www.opentech.fund/

MOIBA- Smart Sheriff / Smalream

MOIBA created 2 mobile apps

Smart Sheriff ) Smart Dream
* (Nightmare?)

Scope Out of scope
Smartphoneusage restrictions. SMS/Chaand search monitoring for bad
Block apps. keywords.

Usage time restrictions.

Securitywhy do you think are we here?| Security:walit till the end




Smart Sheriff: Parent vs. Child mod

AOperating modechosenon first usage
AParentMode: Smartphone usage management
A Child-Mode: For filtering and activity monitoring
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Activate device administrator?

£

Activating this administrator will allow the app A0LE
H 0kt to perform the following operations

Lock the screen
Control how and when the screen locks

CANCEL ACTIVATE

Child




Smart Sheriff: Block phone access

/s\-/g\orm HOME | Childrenchoice | Add child registration
C—=t=
Use time management App management Web Site Management

And child-installed apps and Intemnet sites can use the time off

(offtime after setting Eiselection button)
and use time blocking specific apps are available at <app management>(*) hours off each day of the week:. www
smart Sheriff kr

® Parentotttime Parents camleny phone
accesdor certain times
for the child

11:00 ~ 16:00
18:00 ~ 24:00

Logout | Change password | TermsofUse | FAQ




Smart Sheriff. Installed apps

_ Seeinstalled appson 5
OKAf RQa dedk@y S | yR
enable accest them.



