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Wetalkaboutan app

ÅBackground Information
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ÅSmart Sheriff - 2. PentestRound

ÅResults
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Who are we?

Abraham Aranguren (@7a_) - blog.7-a.org

OWASP OWTF Project leader - owtf.org

abraham@cure53.de

Fabian Fäßler(@samuirai) - smrrd.de

fabian@cure53.de

Cure53 is led by handsome Mario Heiderich
(@0x6D6172696F). Bullshit free pentests, sometimes public J

https://cure53.de/#publications

http://blog.7-a.org/
owtf.org
http://smrrd.de/
https://cure53.de/#publications


OnceǳǇƻƴ ŀ ǘƛƳŜΧ

Χ ƛƴ ŀ ŎƻǳƴǘǊȅ ŦŀǊ far away.



South Korea ςSmartphone Usage

% Total population % 18-34 y/o population 

Source: Spring 2015 Global Attitudessurvey. Q71 & Q72.

Χ ǘƘŜ ŎƻǳƴǘǊȅ ǿƛǘƘ ǘƘŜ ƘƛƎƘŜǎǘ {ƳŀǊǘǇƘƻƴŜ ǳǎŀƎŜ ƻƴ ǘƘŜ ǇƭŀƴŜǘΗ



South Korea ςChild Protection Laws

Article 32, Section 7 of Korean Telecommunications Business Act

mobile network operators have to provide adult content filtering 
service for legal minors

Χ
Introduced 15.10.2014



Article 32, Section 7 of Korean Telecommunications Business Act

mobile network operators have to provide adult content filtering 
service for legal minors

Χ
Introduced 15.10.2014

Introduced 14.04.2015

Implementation Details Article 37, Section 8
Notify children and parents about features of the blocking 
Monthly notification if the blocking means was deleted or had 
not been operated for more than 15 days
Χ

South Korea ςChild Protection Laws



South Korea ςMandatory apps

Mandatory installation of a surveilanceappwhenthe phoneis
purchasedfor a teenager.



South Korea ςMandatory apps

Mandatory installation of a surveilanceappwhenthe phoneis
purchasedfor a teenager.

Noopt-out.



South Korea ςMandatory apps

Photo: Lee Jin-man/Associated Press



Mobile Internet Business Association
(MOIBA)

The Korean Communications Commission (KCC) gave MOIBA 
USD $2.7 million to create these mandatory apps



Why did we do this?

OpenNetKorea brought this to Citizen Lab

http://opennetkorea.org/

Citizen Lab, Toronto

"Citizen Lab Summer Institute on Monitoring Internet 
hǇŜƴƴŜǎǎ ŀƴŘ wƛƎƘǘǎ нлмрά

http://citizenlab.org/

Open Technology Fundsupported it

https://www.opentech.fund/

http://citizenlab.org/
https://www.opentech.fund/


MOIBA - Smart Sheriff / Smart Dream
MOIBA created 2 mobile apps

Smart Sheriff Smart Dream
(Nightmare?)

Scope Out of scope

Smartphoneusage restrictions.
Block apps.
Usage time restrictions.

SMS/Chatand search monitoring for bad 
keywords.

Security:why do you think are we here? Security: wait till the end



Smart Sheriff: Parent vs. Child mode

Parent Child

ÅOperating mode chosenon first usage

ÅParent-Mode: Smartphone usage management

ÅChild-Mode: For filtering and activity monitoring



Smart Sheriff: Block phone access

Parents can deny phone 
accessfor certain times 
for the child



Smart Sheriff: Installed apps

See installed appson 
ŎƘƛƭŘΩǎ ǇƘƻƴŜ ŀƴŘ deny or 

enable accessto them.


